Biometric Authentication and Identification Systems for Border Controls:
A look at U.S. and Canadian Programs

Numerous media reports over the past couple of years have highlighted recent
U.S. and Canadian efforts to strengthen border security." These efforts have involved the
implementation of numerous new initiatives under an overarching bi-lateral agreement
known as the Smart Border declaration.? Central to the Smart Border agreement is the use
of biometric identifiers. Most U.S. initiatives are part ofa program known as USVISIT
(United States Visitor and Immigrant Status Indicator Technology) while Canada has a
number of smaller programs. When fully implemented the USVISIT program will see the
most expansive use of biometrics as a security tool in the world, utilizing integrated
hardware, databases, enforcement measures, and other tools.* Fundamental to both
Canadian and U.S. programs is the use of biometric identifiers in new machine-readable
“smart” travel documents such as visas, permanent resident cards, and passports. The
implementation timetable for these programs was considerably accelerated in the days
following the September 11, 2001 terrorist attacks.

Current biometric technology, while useful in many aspects of border security
offers only very specific and limited assistance to anti-terrorist activities. Thus the vast
investment of fiscal resources may be a mistake if a belief that such systems will provide
a surefire barrier to terrorists trying to enter the country exists. Notwithstanding the
rhetoric of homeland security surrounding the Smart Border declaration and the USVISIT
program, the use of biometrics brings to light a number of possibilities and controversies.
As a method of introduction this paper will primarily examine the USVIST program and
briefly touch on emerging Canadian use of biometrics in order that the nascent programs
can be properly assessed for their anti-terrorist potential. This paper will only examine
the technological aspects of the programs. Much else remains to be studied, including the
civil liberty implications, detailed cost-benefit analysis, and potential trade disruption.

Biometrics is defined as “a measure of an individual’s unique physical or
behavioral characteristics to recognize or authenticate identity.” The use of biometrics in
wide-scale border security programs is controversial for several reasons, not the least of
which is the overall effectiveness of such programs when a main goal is stopping
terrorists unconcerned about their own survival. Initial development and implementation
costs (exclusive of recurring expenses) of USVISIT were originally estimated in the
USD$3.8 billion range.® The most recent estimates now peg the figure at a maximum of
USD$15 billion.® In Canada, rough estimates place the amount in the range of CDN $2
billion.” These estimates include some, but not all, of the recurring costs involved. Given
the vast monetary resources being committed it is necessary to ponder the effectiveness
such a program would have in countering the types of threats facing North America
today.

Biometrics for the purposes of identification and authentication is not a concept
born solely of the September 11 catastrophe. For example, the NEXUS program to
facilitate accelerated movement of approved frequent travelers began in 1999.2 The U.S.
in particular sought an early lead in the use of such technologies through, “a series of
laws enacted between 1996 and spring 2002 [that required] the Federal government to
develop Chimera, an automated information system, to gather and share information
among agencies about aliens seeking to enter and stay in” the country.’ The Chimera



system consists of three major components: biometric identifiers, machine-readable
documents with embedded biometrics, and interoperability among a broad range of U.S.
and now Canadian security and law enforcement departments.*® In Canada and the U.S.
recent legislation has clearly defined both mandate and the types of biometric technology
to be used for border security. The primary legislative acts include the USA Patriot Act,
the Enhanced Border Security and Visa Entry Reform Act of 2002 (Border Security
Act),** and the Canadian Anti-Terrorism Act.*?

Various biometric systems have been in use by different agencies across the world
for several years now. The largest system coupled to a database is the FBI’s Automatic
Fingerprint Identification System (AFIS) which has been operating for over 30 years.*®
While automated, AFIS is not similar to systems proposed for border control in that
matches are generally confirmed by manual human inspection. Systems for border
control would ideally operate with minimal human inspection. That being said, a number
of small automated systems are in operation. Among others, the U.S. Defense
Department has used biometric fingerprint identification for access to military bases in
South Korea™ and, since 2002, the U.S. Immigration and Naturalization Service (INS)
has been using a hand geometry system on a very limited basis to reduce inspection times
for trusted travelers at seven U.S. and two Canadian airports.*® As well, Canada is
running programs such as CANPASS (Canadian Passenger Accelerated Service System)
at a number of airports and other points-of entry (POE). Many European Union members
also have biometric authentication and identification systems operational at various POE.

It is important at this point to clarify the differences in identification (also called
recognition) and authentication (or verification). Dr. George Tomko, a leading Canadian
researcher in the field of biometric photonics, describes the identification process as
“matching a physiological or behavioral characteristic of a person to an established and
pre-confirmed record.”® This process is also known as a “one-to-many” (or “1:N” in
scientific terms) search. For border security applications, this would mean that an
applicant for a visa, passport, or permanent resident card, would have to submit to a
fingerprint, iris, or facial scan that can be used as a positive identifier for the purposes of
the application.

Once in a system database, the submitted identification characteristics would be
used to authenticate that individual after documents have been issued. Dr. Tomko likens
the authentication process to the use of a Personal Identification Number (PIN) for bank
machine access.!” Whenever a person who has been issued travel documents wishes to
cross a border point-of-entry, they would undergo an authentication process involving a
scan and matching of biometric characteristics that exist in a database. This is also known
as a “one-to-one” or (1:1) search.'®

It must be clearly understood that the whole premise of biometric security is
founded upon the existence of an extensive and accessible database. Thus, while
biometric data stored in a machine-readable travel document will decrease the likelihood
of document fraud, the machine readability of the document is worthless without a related
database. This type of system is known as positive identification; anyone with a biometric
travel document would be present in a database.* This type of system is common in
high-security access systems in private industry and would allow fast and accurate
screening of people crossing the border. The time it takes to screen travelers is crucial;
undue delays would constitute an intolerable hindrance to trade. One of the major



justifications for machine readable documents is that they can be quickly screened at the
POE without requesting a physical submission of biometric data from each individual.
The only situation in which this would occur would be if the system alerts border
personnel to a non-match reading of the documents.

A second option for the use of machine-readable documents is negative
identification. A negative identification system is “designed to ensure that a person’s
biometric information is not present in a database” or a watch list.?> Negative
identification systems, especially when generally termed by media with the catch-all
phrase of watch lists, are often portrayed in a negative light because of questions of racial
profiling and the secrecy of the administrative process behind such lists. The point is that
regardless of the system employed, without a database any biometric system is
handicapped and essentially useless as a method of border security.

This begs a serious and largely unanswerable question. When a person is applying
for a travel visa, passport, asylum, or refugee status, how do authorities verify that the
identification being presented, if any, is authentic? This problem is especially acute when
dealing with people originating from countries that do not have reliable documentation
systems or when processing refugees from catastrophic natural disasters or chaotic war
Zones.

The rapid expansion internationally of large-scale public biometric programs
created a need for standardization of technological specifications. The ISO (International
Organization for Standardization) and ICAO (International Civil Aviation Organization)
have published standards to be met by members that allow commonality between
systems.?! The National Institute of Standards and Technology (NIST) branch of the U.S.
Dept. of Justice took an early and lead role in the development of those standards,
identifying three key biometric systems considered to be most applicable (in light of
current technology) to border security as being “fingerprint matching for identification,
single-finger flat fingerprint verification, and face-based verification.”” The NIST
recommends a system of identification based on “at least two fingerprints to positively
identify visa applicants” and a system of authentication based upon “a dual system of
face and fingerprints to verify the identities of visa holders.”?® Given the accuracy of
current technology a number of scientists have pointed out that “biometric systems based
solely on a single biometric may not always meet performance requirements.”** The
easiest solution to this is the use of multi-biometrics—in essence, “data from multiple and
independent biometric identifiers are fused; reinforcing the identity of a subject.”®

The Border Security Act, passed in 2002, mandated that the U.S. State
Department, Justice Department, and Department of Homeland Security have machine-
readable visas, passports, and related systems in the field and operating by October
2003.% This timetable was very ambitious and was largely a result of the 9/11 attacks.
The USVISIT program was created to fulfill this mandate and, although slightly behind
schedule, was declared operational on 5 January 2004. Complete deployment is due by
the end of 2005.%” The USVISIT program currently requires fingerprint scans and digital
photographs and thus lacks multi-biometric safeguards. Only the data from the electronic
fingerprints are stored in the CHIMERA database. Facial recognition technology was
chosen as the second biometric because it “is the only biometric that can be used for
surveillance purposes”?® which would ultimately allow active automated surveillance of
border crossings. However, numerous scientific, industry, and independent sources point



out the inaccuracies of current facial recognition technology, especially in conditions of
outdoor lighting.?° Similar challenges exist for database scanning of stored digital images
which relegates the use of facial technology to some unknown future date.

USVISIT is the most ambitious biometric program ever deployed, involving the
collection of digital information as part of the visa application process at all U.S.
embassies, consulates, and POE. However, there are several categories of exemptions, the
largest of which include Canadian and Mexican nationals. This is problematic for several
reasons, primarily because the vast majority of visitors to the U.S. originate from its two
closest neighbors, comprising “about 78 percent of the entries from land, sea, and air.”*
Although recently passed legislation will force all entrants to the U.S. (including its own
citizens) to present valid passport identification, the new measure is only in the public
consultation phase of implementation.®! This constitutes a huge gap in the USVISIT
scheme.

As noted earlier, biometric technology has been used for several years
commercially and by a number of governments on a limited scale. None of the
aforementioned applications approach the vast scale intended for Chimera/USVISIT. The
short development and implementation schedule allowed by the Border Security Act and
the Homeland Security Act forced the U.S. government to have “specific interest in off
the shelf technologies that have immediate application” in order to “protect the greatest
part of the border in the least amount of time.”** This dependence on existing
technologies, which have been proven to be less accurate than what is considered
necessary, has fueled criticism of the programs.

In her testimony to a Senate subcommittee, Nancy Kingsbury, Managing Director
of the U.S. General Accounting Office’s Applied Research and Methods Branch, stated
that “questions remain regarding the technical and operational effectiveness of biometric
technologies in applications as large as border control.”*® The rush to have an operable
system in place by the end of 2003 brought two major operational concerns to the fore.
First, the effectiveness of having only a single-system (fingerprint) based program and
second, the system limitations with respect to false match (FMR), false non-match
(FMNR), and failure-to-enroll (FTE) rates of the technologies currently available.

To reduce error probability, USVISIT was to rely upon a multi-faceted system of
identification and authentication. Having to rely solely on the dual (two finger)
fingerprinting system for automated use and digital photographs that require manual
confirmation handicaps the program. This problem exists largely because of the
accelerated deployment timetables and the ultimate goal of having automated real-time
surveillance capability. While the ultimate goals of the program are impressive, the
potential short to mid-term problems that could arise because of this may ultimately harm
the integrity of the system.

The projected rate of error is the second major issue that facing USVISIT. As
Kingsbury has reported, “if the biometric technology that is used...has a high rate of false
matches...processing workload could increase... [and]...it could lead to increased delays
in the inspection process.” She continues: “Exception processing will also have to be
carefully considered...processing that is not as good as biometric based primary
processing could be exploited as a security hole.”®* Dr. Kingsbury’s concerns have been
echoed by other experts. Dr. Tomko has spoken of error rates as high as 30% being
possible with the current fingerprint-scan technology.* Others have cited error rates as



low as 1% but the USGAQ’s own competition test results for various fingerprint
analysis algorithm error rates range from as low as 0.19% to highs of 50%.>" The most
recent NIST sponsored Fingerprint Verification Competition, FVC2004, produced
average operational error rates at roughly 2%, a rate, one set of authors point out, that
would result in 4000 false rejects per day if deployed in the New York City Airports as a
sole-technology biometric system.*®

The rate of border inspections is anticipated to be in the range of 500 million
annually.®® Therefore, the potential number of false-match and false non-match scans is
enormous. This could leave “millions of people vulnerable to mistaken identity” and
“long line-ups at airports...because [people] have been wrongly flagged by a biometric
scanner.”® Although this worse-case scenario has yet to occur, the potential remains and
demands consideration when pondering major problems that could arise. Concomitant to
this is the NIST report that “it is not possible to obtain a good quality fingerprint from
approximately two percent of the population and hence such people cannot be enrolled in
a fingerprint biometric system.”* This situation most often occurs when dealing with
people who work at manual labour jobs, such as trades-people or farmers, or those who
have suffered from accidental damage to fingers and hands from burns, chemicals, and
other agents. Given that many refugees and those forced by regulation to submit to
enrollment in USVISIT would fall into one of the above categories, the FTE rate could
prove a major obstacle to single-biometric system.

A final problem with the use of fingerprints as a sole biometric is the fact that it
has never been scientifically established that fingerprints are indeed unique. A group of
influential scientific experts point out that “the notion of fingerprint individuality has
been widely accepted based on manual inspection (by experts) of millions of fingerprints.
Despite this, the fact remains that the “scientific basis of fingerprint individuality has not
been rigorously studied or tested.”* Dr. Kingsbury echoes this concern. In her landmark
2002 report she states that “it has never been formally established by scientific means that
a person’s fingerprints are unique. Because it is impossible to obtain the fingerprints of
every person in the world, estimating fingerprint individuality requires statistical methods
to project the probability (emphasis added) that two people will have the same
fingerprint.”*® This fact may seem trivial to many but the point remains that there has
been little formal study of the assumptions of individuality of fingerprints. USVISIT
pushes the limits of technology; it would be imprudent to ignore questions that challenge
a fundamental assumption upon which the program is founded. With such daunting
technological and operational hurdles, the effectiveness of the program in actually
combating the current terrorist threat remains in question.

In September 2003, the C.D. Howe institute held a closed seminar consisting of a
broad panel of government, business, and academic experts from the U.S. and Canada.
The purpose of the seminar was to examine the long-term implications of various terrorist
threats on Canada and the United States. Some of the threats discussed include biological
and radiological attacks, an attack on energy infrastructure with an aircraft, and the threat
of a car-bombing type of assault against a busy U.S. airport.** Potentially, all of these
threats would involve the deaths of the perpetrators during the assaults, which would be
consistent with the type of terrorist activity that has recently taken place in areas as
divergent as Moscow, Israel, Irag, Sri Lanka and New York.* The question to be
considered here is how USVISIT, or any comparable Canadian program stop or prevent



such an attack? Consider the fact that all of the September 11™ hijackers had legally
obtained U.S. visas.*® The USVISIT system database “does not change the paradigm by
which visas are granted—the process will still only look to the existence of negative
information that indicates links to international terrorism; any individual not specifically
identified as a terrorist in government databases will be granted entry.™’

While the system is intended to be accessible or “mined” by all law enforcement
and security agencies in the U.S., it does not “allow the government to know where an
alien is or intends to be; as such, subsequently garnered information of terrorist links or
evidence of noncompliance with visa terms cannot be acted on.”*® To the credit of the
U.S. government several programs concomitant with USVISIT are now more or less
operational to deal with this obvious gap in the immigration system.*® The lack of
interoperability between various agency databases was a contributing factor to the attacks
on New York and Washington, and this deficiency would theoretically be overcome by
the CHIMERA database. However, the system alone would lack the ability to confirm an
alien’s compliance with the terms under which a legal visa had been issued. This
underlines the fact that a biometric program can only be a single component in a greater
security system. Proper use of the information provided by the overall security net would
remain essential for enforcement of visa compliance.

The inability to confirm compliance with visa conditions and the absence of a
method of verifying the whereabouts of the September 11™ hijackers was a contributive
factor to that day’s events.>® Considering this type of threat, a potential suicide attacker
only needs to legally enter the system once. Furthermore, the integrity of the system is
based upon legitimate identification being introduced into the system at the enroliment
stage of the visa issuance process, a problematic issue already discussed. A person could
quite easily present false credentials at the enroliment stage. As Keith Rhodes has pointed
out, “biometrics would make it difficult for people to establish multiple identities” but
once in a system a person could be linked to a false identity, facilitating criminal
activity.”

It is highly unlikely that a terrorist or criminal would use their true identity on a
visa if an alias would further the chances of success; indeed, documents attributable to al
Qaeda point to the value of aliases in terrorist activity.>? Furthermore, a number of the
perpetrators of the London bombings of 2005 were either born in the UK or
Commonwealth countries or naturalized citizens; as such none were known as terrorists
or extremists until after the fact.>® To USVISIT, such people may not have any
identifiable terrorist links or indeed even be in the system. With such massive outlay of
finite monetary resources one must wonder what benefits, if any, biometric systems
would have in countering a terrorist threat.

As part of a multi-layered approach to domestic security, biometric systems can
play an indispensable role. However, the role may be an indirect rather than primary one
as touted by government press releases and other advocates. Sophisticated terrorist
activity will use any and all loopholes to great advantage. One useful purpose of
USVISIT could be the detection of known “organizers of international terrorism:
recruiters, couriers, fundraisers,”* the permanent staff of major terrorist groups. Janice
Kephart’s study of terrorist activity in the U.S. from the 1990s to 2004 clearly elucidates
the important role these organizers play in global terrorist networks.> Presumably, if



operating in the U.S., this permanent staff would have to enter the system more than once
since their role is not that of a suicide attacker.

Biometric systems would also cut down on the production of fraudulent
documents and thus hinder the use of multiple passports and visas. Once identified and
tied to a particular identity, the system should catch those trying to slip through using an
alias or documents that are not attributed to a particular individual. Thus, would-be
terrorists such as Nageeb Abdul Jabar Mohamed Al-Hadi, who was arrested carrying
multiple Yemenese passports with differing names and birthdates on September 11
2001, would be caught not by chance, as it occurred, but as a matter of course.”® While
not ensuring that the initial identity presented is valid, the use of embedded biometrics
will serve to exponentially increase the security of documents themselves, currently a
major problem in both the U.S. and Canada.®’

Terrorists could still slip across the Canada-U.S. border without being flagged by
any biometric system. For example, it is unlikely that, were it not for his own ineptness
and an alert U.S. border guard, Ahmed Ressam, an Algerian born French national
residing in Canada on a refugee claim, would have been identified by USVISIT because
he was traveling with a valid Canadian passport.”® Ressam was intent on bombing Los
Angles International airport and was linked to the GIA, and Algerian Islamic terrorist
group. Ressam had fraudulently obtained his passport using an alias, a situation that may
or may not be possible with embedded biometrics, depending on circumstances.
Regardless, traveling with valid Canadian documents Ressam would have been exempt
from automatic inspection at the U.S. border. No amount of biometric identification
would have helped detain Ressam while large exemption categories exist in USVISIT
unless mandatory screening of every traveler was enforced.

Beyond the terrorist threat, there are useful purposes for USVISIT and biometrics.
Criminals who are wanted on various charges either domestically or internationally
would be readily identified if the database is mined as intended by law enforcement
officials and border control agencies. Before the program was initiated in January 2004,
“a two-month test program in Atlanta caught 21 people (out of 20 000) wanted on various
charges, including rape and immigration fraud.” In the first month after the program
was officially initiated on 5 January 2004, a further 30 wanted persons were
apprehended, including suspected and convicted drug traffickers, murderers, and others
travelling on false documents. The people captured originated from, among other places,
the U.S., Peru, and China.® The ultimate value of biometric systems may in fact lie in the
area of traditional law enforcement rather than anti-terror activities. A key consideration
that is often overlooked when such figures are produced though is the fiscal resources
expended to nab this extremely small number of people—21 out of 20 000 is .001%!
What price security? Even if the number of criminals apprehended in a year eventually
lays in the low thousands is the expenditure of billions justified?

On the Canadian side, there seems to be a fair degree of government waffling on
the construction of a comprehensive border security system utilizing biometrics that is
integrated with law enforcement agencies. Canada has implemented a number of useful
programs in cooperation with the U.S., in particular the aforementioned NEXUS and
FAST programs. As well, the CANPASS program enrolls frequent travelers using highly
accurate iris biometric technology.®! Soon, a six month pilot project using biometrics



with integrated databases and watch lists will be launched.®* With the exception of this
newest program, all require voluntary rather than compelled enrollment.

Canada has committed to updating its passport with embedded biometric data
stored on a computer chip. Theoretically this would overcome the long standing problem
of fraudulent travel document production. Finally, the long awaited deployment of the
LiveScan and related Real Time Identification (RTID) system has begun which will see
the collection of digitized fingerprints from refugee claimants and suspect individuals
that will be processed electronically rather than manually, as had been done in the past.®®
All of the above initiatives are laudable but huge gaps and inconsistencies in the
Canadian program remain.

Sheila Fraser, the Auditor General of Canada released a follow-up to the March
2004 report in April of 2005.* Her newest report, while giving approval to the
Government’s efforts to rectify the deficiencies identified in March 2004, points to some
glaring problems with the issuance of passports and transportation security in general.
With respect to passports, the report notes that the lack of direct electronic links to
various databases hinders the provision of secure documents. This includes automatic
links to various watch lists, a seemingly critical component of the issuance process, and
provincial databases for the validation of basic personal information such as date of birth
or confirmation of death.®® Moreover, the report identified deficiencies in the training
provided to overseas consular staff in the examination, approval, and printing process for
passports. Given that some 100 000 passports are issued annually at consulates and
embassies abroad this is inexcusable. Overseas consulates are also hindered by the lack of
automatic and direct electronic links to vital information in databases located in Canada.

The Auditor General’s conclusions in Chapter three of the report are damning:
“The Passport Office is struggling to balance and meet increasing security
expectations...The Passport Office cannot effectively authenticate an applicant’s identity
and determine eligibility...Its watch list is deficient...It has not found ways to
automatically obtain necessary data from other government sources, or ways to
effectively validate identity data with the provinces...”®® In short, the Passport Office is
unable to perform the vital functions of its mandate. Not only is this an embarrassing hole
in Canada’s basic security, it provides fuel to critics abroad who believe that Canada is a
haven for terrorist activity.®’

The Auditor General’s report is somewhat more positive in its analysis of the
various transport security programs now in place but indicates that much work remains to
be done. Particular concern lies with the interoperability of information systems used by
various agencies. The March 2004 report found that “the government had failed to
improve its security information systems to ensure that they could communicate with
each other” and “a lack of coordination of intelligence.”® The common problem faced by
the agencies responsible for transportation security (including the screening of airline
passengers) is the inability to access information and intelligence relevant to the mandate
of the agencies. All the biometric systems currently being deployed in Canada are
essentially useless, or at the very least extensively handicapped to the point that
effectiveness is questionable, by the lack of a central database that can be accessed ina
reasonable amount of time. In short, while document security will be improved by the
inclusion of biometrics and electronic fingerprinting are benefits in and of themselves,



the lack of a database of at least comprehensive watch lists leaves Canada almost as
vulnerable as it ever was.

Criticisms of biometric programs and USVISIT in particular come from a number
of directions. First there are staunch advocates of biometrics for border control who argue
that deployment is not proceeding fast enough. Second are those who point to privacy
concerns, the lack of transparency in the construction of watch lists, and potential
database insecurity, among other issues. Those in the first group prefer to either not
acknowledge or gloss over problems of technology, instead pointing to the potential
benefits or the current lack of actual operational problems. For example, two scholars,
Rosemary Jenks and Steven Camarota assert in a 2003 article that “the fact that the
administration has failed to meet more than half of the deadlines that have passed so
far...indicates a disturbing lack of commitment on the part of the administration to secure
our homeland from those who wish us harm and to uphold its Constitutional duty to
ensure that the laws of the United States are faithfully executed.”®® Rather than pointing
out, as Randolph Hite of the USGAO does, that the technological hurdles are immense
and that “US-VISIT is a large, complex, and expensive program aimed at supporting a
multifaceted mission-critical area [and therefore] it is an intrinsically challenging
effort”’® with attendant risks, Jenks and Camarota prefer to challenge the commitment
and patriotism of the very administration that sponsored the accelerated implementation
timetable.

Jessica Vaughan, another critic on the lines of Jenks and Camarota, has used
spurious analogies to bolster her criticisms of the U.S. government. For example, she
makes an equation between the New Jersey State EZ-Pass system, which uses radio
frequency identification technology to toll users of the New Jersey Turnpike, and
USVISIT’s proposed exit recording system which has yet to be deployed.” There are few
similarities between the systems. First of all, the EZ-Pass system is a voluntary program
in which users relinquish a small amount of privacy for the convenience of quicker travel.
People enrolled in USVISIT are compelled to enter a system that sees their information
lodged in a massive database accessible to a wide range of authorities. Furthermore,
Vaughan neglects to point out that the EZ-Pass system has at various times been grossly
over budget, its database vulnerable to hackers, and has erroneously identified, billed, and
fined users.”? Comparison to the FAST or NEXUS programs would be apt; comparison to
USVISIT is not. While many of Vaughan’s arguments in her numerous papers are sound
her choice of example in this instance is unreasonable.

The second group of critics point to privacy and legal implications. Concerns over
biometrics and privacy have come from Dr. Kingsbury, Dr. Tomko, Dr. Ann Cavoukian,
Jennifer Stoddart, and many others.”® However, initial public concerns over the use of
such technologies seem to have been overcome by the increased in personal security and
privacy allowed by counterfeit resistant documents that utilize embedded biometrics.™

Perhaps the most reasoned argument comes from Paul Rosenweig, Alane
Kochems, and Ari Schwartz. In an article entitled “Biometric Technologies: Security,
Legal, and Policy Implications,” the authors, while generally supportive of biometric
programs, contend that those who vociferously argue for or against biometrics are equally
mistaken. Rather, they assert persuasively that “the true policy challenge is in finding the
most effective uses of the specific biometric technology—both for liberty and security—
not in labeling it as universally good or evil.” " Their argument acknowledges the



benefits and potential pitfalls while being mindful of current technological limitations as
well as ongoing scientific research and development.

As currently constructed, the USVISIT program or any of the Canadian programs
alone will be unable to deal with the most salient threats faced by the U.S. or Canada. As
long as the role and potential of biometrics in a comprehensive, multi-layered border
security program is clearly understood then the funds being expended may be justified in
the long term. However, the resources being expended are unlikely to have a major anti-
terrorist impact, which is counter to current U.S. and some Canadian justifications for the
programs. Other security initiatives such as visa policy coordination, cooperation with
refugee processing, new maritime security policies, and increased container inspections at
seaports are likely to play a more vital role in North American security given current
technological limitations.”® Undue expectations and reliance on biometric border security
programs it is likely to engender a false sense of security. While the benefits of
biometrics are clear, the limits of the technology are equally apparent. With the exception
of the passport office difficulties noted above, Canada’s limited use of biometrics in
limited programs constitutes a more reasoned use of biometrics than USVISIT.

This paper has examined only a fraction of the controversies and possibilities
surrounding the biometric border security system being implemented by the U.S. and
Canada. There are serious issues that need to be addressed rationally and thoughtfully by
citizens, government, and academics that are beyond the limited scope of this paper.
Perhaps one of the most important issues is the potential economic impacts of such
programs. It has been postulated that effects on travel and tourism could be heavy.”” In
fact, Statistics Canada has already cited border security delays as a real factor hampering
cross-border trade.”® Other issues touched on but not deeply explored in this paper
include privacy rights, misidentification issues, control of database information and
database security. Until such a time that these issues and technological challenges are
overcome, biometrics, while useful for many applications, will not be an effective anti-
terrorist tool.
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